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The sleeper is waking, and he is not happy. For years computer security has been bobbing around as an issue, but outside of a small fraternity not too many people have been very concerned about it. That is now changing, in a big way.

Over the last ten years I have been involved with two dozen or so major studies of IT managers and chief financial officers in Australasia and Asia-Pacific. Most of these have been based on long questionnaires that have concentrated on what sort of computer systems people have, their technology directions and architectural strategies, and which vendor’s products they intend to use, but my favourite bit was always an open-ended question about what their three biggest issues or concerns have been in their organisation’s use of information technology.

Number one always had to do with the difficulty people have keeping up with the sheer pace of events and technology in the IT industry. So much is happening, so quickly, that most people have the feeling that it’s all too much, and that are falling behind personally and professionally, and that their organisation is also being outflanked by more technology-aware competitors.

These are very real fears, and they are as alive as they have ever been. It is unlikely that these concerns will ever disappear, because the rate of change continues to increase. I always assure people that their concerns are misplaced, because if everybody is falling behind that means that no-one is falling behind. It’s all relative – it’s a case of adjusting your mindset for change, as Alvin Toffler argued in Future Shock 20 years ago.

What has been interesting in these studies is how most of the other concerns have changed over time. Money problems, budgetary constraints, financial worries of various types come and go, depending on the state of the economy. Dealing with vendors and consultants and making the right technology choices are other perennials, as are issues to do with managing staff, satisfying end users, and professional development.

These come and go, and there has been no real trend apparent over time. But security is different, because of its relentless climb up the list over time. From being a third or even fourth level concern ten years ago, information systems security is a first level issue today. A recent study by the GartnerGroup’s Dataquest division, to be released this month, of over 600 IT managers throughout Asia-Pacific places security as their number one concern. It was ranked first in South-East Asia, China, and Korea, and second in Australia/New Zealand, where it was pipped by the related area of disaster recovery.

There is no doubt that the growth of the Internet, electronic commerce and the interoperability of computer systems has had a major part in increasing awareness of security, When few people have access to your data, and your systems are entirely internal, security is almost by definition not an issue. It is only when customers and strangers are cruising around your information systems, courtesy of the Internet, that security really becomes a big issue.

The number of users of a typical computer system now exceeds the number of employees in the organisation. All sorts of techniques, from “firewalls” to encryption techniques to physical “dongles” are used to ensure privacy and security, but breaches constantly occur. There is a widespread belief that the technology has not caught up and that our information systems are wide open to fraud, viruses and malicious attacks of every kind.

This is not the case. There’s no scare like an Internet security scare. There is a remarkable degree of ignorance about information systems security. Most people just say “security”, without considering or being aware of many of the issues surrounding it. Indeed, the very term is a misnomer, being used as a blanket phrase to describe a large range of related issues. By one taxonomy, security has four major aspects:

· Physical security: The traditional access control to buildings, computer rooms, etc. This issue has always been with us, and always will be.

· Transactional security: Verification that the parties to an electronic transaction are who they say they are, through the use of electronic signatures and other protocols. This important aspect of security is not well understood.

· Access security: Passwords, encryption technologies, maintenance of confidentiality, etc. Most of the publicity is in this area, where “hack attacks” and computer viruses have gathered an enormous amount of publicity in recent months.

· Data integrity: That what is being sent is exactly what is being received: a growing area covering “digital watermarks” and related technologies. This area is barely understood, even within the security industry.

Each of these areas has generated an enormous amount of activity in its own right. There is a lot of noise being generated, but the average layman’s understanding of security is at a very low level. Even most IT professionals would be hard put explaining the issues.

A good example of the low level of appreciation of the real issues of electronic security is the number of otherwise intelligent people who say that they will not give out their credit card number over the Internet. By any rational estimation, your card information is much safer in an electronic system like the Internet than in a physical system such as that used in many retail establishments, where any shop assistant could easily steal your number.

Security, in all its forms, will be one of the major growth areas as the Internet economy matures in the new millennium. All responsible business people need to understand the issues and base their decisions on developments in the technology. Security is a hassle, there is no doubt about it, but it is also a necessity.

And it is certainly no reason not to embrace the New World. The level of sophistication of products available is very high, and competition is keeping prices down. But, as is often the case, the technology is only a tool – the best security is in secure systems and secure business practices, without which the best technology is useless.
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