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Most managers of corporate computer systems have no idea what programs their users have lurking on their PC's hard disk. Try as they might to enforce uniformity (the term is a "standard operating environment", or SOE), their users have a habit of installing their own favourite pieces of software on the company's computer.

Because PCs are "personal" computers, most users regard them as their own domain, even though they belong to their employer. They install games, they use them for personal emails, they download all sorts of stuff from the Internet.

Nobody except the most draconian of employers disputes the employee's right to a certain degree of freedom, but by the same token enough is enough, or very often too much. There are a number of reasons why the personalisation of personal computers has to have a limit.

One is productivity. No employer wants his employees spending too much time playing Tetris or checking sports scores or downloading pictures of Spicy Danish Sex Vixens when they should be working. And there's more to it than that. There is a real risk that unauthorised data and applications may adversely affect the operations of the corporate network, either through viruses or through other types of degradation, such as taking up too much disk space or slowing down the network.

It is possible to audit PCs to see what is on them, but this has always been a difficult task. Many systems management tools, like Computer Associate's Unicenter or Microsoft's SMS, will do the job, but they are parts of large systems that have many other functions, and which are so complex they need to be run by IT professionals. They are also cumbersome and they themselves take up an enormous amount of disk space and network bandwidth, thus rather defeating their purpose.

But a small Adelaide company has developed auditing software that can be easily run by non-IT management, and which doesn't itself detract from network performance. The company is called PC Profile (www.pcprofile.com), and it is run by Rob Harmer, and affable fellow who essentially does it all in his spare time.

Harmer's background is in operations management and corporate governance. A few years ago he became aware of many of the problems of the unauthorised use of software, and came up with the idea of developing easy to use software to address the issue.

"I wanted a simple tool that could be used by general management, not by IT staff," he says. "Too many of these tools have been too difficult to use or have not been used properly. Giving non-IT management the ability to audit their employee's PCs changes the game substantially."

Harmer started out in a small way in the early 1990s with a few simple products to report on the file configuration of MS-DOS based computers. His company now has an extensive range of auditing tools for Windows 95, Windows 98 and Windows 2000. His first products were designed to seek out program files, and report on such things as their version number and installation date, but he has now expanded the range to look for DLL (dynamic link library) files, which are often proprietary, and sound and image files.

"The Internet has made it even more important that companies know just what is on their computers," says Harmer. "We used to have to worry about the odd unauthorised program, but now users have the ability to download vast amounts of mpeg music files and all sorts of images, many of them pornographic. The potential for abuse is enormous."

Harmer himself does not write the software (it is contracted out to Adelaide developer Secrett Systems), but he defines the products and does all the marketing, which is mostly by word of mouth and through the Internet. Most of his 6000 customers are outside of Australia. The software takes up just 2 megabytes on a PC's hard disk, and can easily be downloaded from the Internet. His website has a number of articles an auditing, many of them written by Harmer himself, as well as advice on how to use the software.

"We often advise our clients to audit just a single department in their organisation," says Harmer. "That is a lot cheaper and easier than auditing every PC in the whole organisation, but it very often has the same effect. If you go into one department like a bunch of commandos word gets around, and by the time you get to the next department you invariably find that they have started to clean up their act. It's a kind of bluff tool."

With the massive increase in the use of the Internet in recent years, with the accompanying greater prevalence of viruses, and with the increased amount of publicity given to the consequences of the unauthorised use of software, Harmer's small operation is beginning to expand significantly. "There's a mindset change," he says. "People are really starting to take notice of this stuff.

Harmer sees many opportunities in the future. He has entered negotiations with some leading PC vendors about including his software in new PCs, so that there will be an "audit baseline" that will allow them to be more easily configured, and changes tracked over time. He is also working on more extensive reporting capabilities, including comparative analysis of different machines and the same machine over time.

He may even have to give up his day job.
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